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1
Decision/action requested

This contribution is proposed to analyse the issue about failure cases in home network triggered re-authentication.
2
References

[1]
LS C4-235577/S3-240220
3
Rationale

As requested by LS C4-235577/S3-240220 from CT4, different failure cases and how the AMF responses to the UDM in the HONTRA procedure needs more clarifications. CT4 listed 5 possible cases for AMF to decide whether to run the primary authentication procedure after receiving the Reauth notification message from the UDM.
The 5 cases are discussed below for reference.

Case 1: When the (source) AMF receives a Reauth Notifications request, there is an ongoing HO/Mobility registration without AMF change.
Option 1: The AMF responses with acknowledgement, and UDM waits for primary authentication.
Option 2: The AMF informs the UDM that there is an ongoing HO/Mobility registration. UDM sets a timer, checks the current AMF after the timer expires, and sends Reauth notification to the current AMF. 
Option 3: The AMF informs the UDM that the reauthentication is not allowed. 
Evaluation 1: For case 1, AMF will not change after the HO/Mobility registration. The AMF receiving the authentication notification will be able to perform the primary authentication, regardless of whether HO/Mobility registration will be successful or not. The AMF receiving the authentication notification can response with an acknowledgement, and starts the primary authentication after the HO/mobility registration. For option 2, the current AMF find by UDM after the timer expires will still be the same AMF, having the same final consequence with option 1. For option 3, the primary authentication cannot be performed, affecting the services like AKMA/SOR/UPU. 
Case 2: When the (source) AMF receives a Reauth Notifications request, there is an ongoing HO/Mobility registration with AMF change.
Option 1: The (source) AMF informs the UDM that there is an ongoing HO/Mobility registration. UDM sets a timer, checks the current AMF after the timer expires, and sends Reauth notification to the current AMF. 
Option 2: The (source) AMF informs the UDM that the reauthentication is not allowed. 
Evaluation 2: For case 2, AMF will change after the HO/Mobility registration. The AMF receiving the authentication notification will be not able to perform the primary authentication. Thus, the AMF receiving the authentication notification shall response with an error. For option 1, by setting a timer, the UDM can find the target AMF to perform the primary authentication required by the home network after a certain time. For option 2, the primary authentication cannot be performed, affecting the services like AKMA/SOR/UPU.
Case 3: When the target AMF receives a Reauth Notifications request, there is an ongoing HO/Mobility registration with AMF change.
Option 1: The AMF responses with acknowledgement, and UDM waits for primary authentication. 
Option 2: The AMF informs the UDM that there is an ongoing HO/Mobility registration. UDM sets a timer, checks the current AMF after the timer expires, and sends Reauth notification to the current AMF. 
Option 3: The AMF informs the UDM that the reauthentication is not allowed. 
Evaluation 3: Case 3 is similar with case 1. The AMF receiving the authentication notification is the target AMF which is able to perform the primary authentication. The AMF receiving the authentication notification can response with an acknowledgement, and starts the primary authentication after the HO/mobility registration. For option 2, the current AMF find by UDM after the timer expires will still be the same AMF, having the same final consequence with option 1. For option 3, the primary authentication cannot be performed, affecting the services like AKMA/SOR/UPU.
Case 4: When the AMF receives a Reauth Notifications request, there is an ongoing authentication.
Option 1: The AMF responses with acknowledgement. 

Option 2: The AMF informs the UDM that there is an ongoing authentication. 
Option 3: The AMF informs the UDM that the reauthentication is not allowed. 

Evaluation 4:  For case 4, the ongoing primary authentication actually has the same final effect with the required authentication. Once the ongoing primary authentication is done, the aim of the home network is achieved. The AMF can simply response with acknowledgement. Option2 is not necessary in this case. Option3 is contradicting this case.
Case 5: When the AMF receives a Reauth Notifications request, the UE is unreachable and the AMF doesn’t know whether there is another AMF available over the other access type.
Option 1: The AMF responses with acknowledgement as stated in the current procedure.

4
Detailed proposal

Taking above evaluations into account and to avoid making above 5 cases too complicated, 2 proposals are raised:
Proposal 1: Cases 1, 2 and 3 can be treated as valid failure cases, the AMF responses the UDM with a failure cause indicating there is an ongoing HO/Mobility registration. After receiving this failure response, the UDM sets a timer, checks the current AMF after the timer expires, and sends Reauth notification to the current AMF.

Proposal 2: For cases 4 and 5, the AMF responses UDM with an acknowledgement.
As discussed and proposed in the rationale, an LS S3-240460 to CT4 and a CR S3-240459 to TS 33.501 are proposed, SA3 is kindly requested to agree.
